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Status of Policy: 

 This policy takes account of the changes to Data Protection as a result of the new GDPR 
(General Data Protection Regulations) that take effect from May 25th 2018. 

 

 This policy also builds upon previous Data Protection legislation, including the Data Protection 
Act (DPA) 1998, Environmental Regulations (EIR) and Freedom of Information Act (FOIA). 

 

 

 

 

 

 

 

Scope: 

 This policy applies to all procedures across the Trust, whether at school or at central level, 

where personal data is handled.  

 

 This policy is intended to protect all members of the school community from the possibility of 

misuse of their personal information. 

  

 This policy is written on the basis that the Trust is a Data Controller. 
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1.  INTRODUCTION  

1.1 The new GDPR requirements set out a new responsibility for schools to inform parents, staff 
and any other stakeholders about how they are using personal data and who it is shared with. 

1.2 Personal data is defined as any information held about a person, whether it is on paper, held 
electronically or held as a visual image, which can identify the individual in any way. Even if 
the information does not use an individual’s name, but identifies the individual using a number 
for example (with a separate list matching the individual to that number) such information is 
still deemed to be personal. 

1.3 By their very nature, schools hold a considerable volume of information and data to enable 
them to carry out their statutory provision of services, as well as the day-to-day tasks 
associated with caring for young people in the absence of their parents. The vast majority of 
this data is held by, or on, computer-based systems. Other data is held in on-site paper-based 
systems. This policy relates to all such data, whatever its purpose. 

1.4 Some personal data is recognised as being particularly sensitive. This relates to information 
gathered about: 

 Race or ethnic origin 

 Political or religious beliefs 

 Trades Union membership 

 Physical or mental health 

 Sexual orientation 

 Criminal records 

1.5 Organisations are expected to take even greater care with sensitive personal data, as it has 
the potential to be used against an individual in a discriminatory way. 

 
2.  THE PURPOSE OF THE GDPR  
 

2.1 The GDPR requirements are there to provide individuals with protection related to the activity 
of processing their personal data in any way. 

2.2 The term ‘processing’ covers virtually any activity which can take place using personal data, 
including obtaining, holding, recording or carrying out any other activity using it. 

2.3 The legal documentation refers to the individual whose data is held as the ‘data subject’, but 
for the purposes of this document the term ‘individual’ is used. 

2.4 The legal documentation refers to the organisation who holds the documentation as the ‘Data 
Controller’ as they are the party that makes decisions about how the information is kept, how 
it is protected and how it is shared. Any third party with whom the data is shared as known 
legally as the ‘Data Processor’. For the avoidance of confusion, within this document the term 
‘school’ is used instead of ‘Data Controller’ and ‘Third Party’ is used instead of ‘Data 
Processor’. 

2.5 Schools (as Data Controllers) must ensure that any processing of personal data for which 
they are responsible – even if this is carried out by a third party - complies with the GDPR 
Act. Failure to do so risks enforcement action, fines and possible prosecution. 

2.6 A school’s duties under the Act apply throughout the period of processing personal data – as 
do the rights of individuals in respect of that personal data i.e. from the moment the data is 
obtained until the time when the data has been returned, deleted or destroyed. The duties 
also extend to the way that personal data is disposed of when no longer required, as the data 
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must be disposed of securely and in a way which does not prejudice the interests of the 
individuals concerned. 

3. APPLICATION  
 

3.1 This policy exists in order to enforce the 8 Data Protection Principles, to ensure that personal 
data shall be: 

I. Processed fairly and lawfully; 

II. Used for one or more specified and lawful purpose (and shall not be further processed in 

any manner incompatible with that original purpose or purposes); 

III. Requested so that it is adequate, relevant and not excessive in relation to the purpose or 

purposes required; 

IV. Accurate – and where necessary, kept up to date; 

V. Retained for no longer than is absolutely necessary for the original purpose; 

VI. Processed in accordance with the rights of the individual in relation to the GDPR Act; 

VII. Kept securely, with appropriate measures taken against unauthorised or unlawful access 

and accidental loss, damage or destruction; 

VIII. Kept within the EU. 

 
4. FAIR & LAWFUL PROCESSING (principle one) 
 

4.1 It is a legal requirement that schools have legitimate grounds for collecting and using all the 
personal data that they collect. 

4.2 Schools must not use the data in ways that could have unjustified adverse effects on the 
individuals concerned. 

4.3 Schools must be transparent about why the information is being collected; how it will be used; 
and (if appropriate) whether any Third Party will be involved in processing the data. (This 
should be set out in a Privacy Notice or similar e.g. ‘’How we use your information’.) 

4.4 Schools must only handle personal data in ways that the individual could reasonably expect. 

4.5 Schools must not do anything unlawful with the data they hold. 

4.6 Schools must ensure that any breach of confidence is prevented, unless the situation relates 
to a Safeguarding matter in relation to the safety or wellbeing of a child. 

4.7 Schools must prevent any breach of the Human Rights Act 1998, which includes the right to 
respect for private and family life, home and correspondence. 

 
5. PROCESSING FOR A SPECIFIED PURPOSE (principle two) 

5.1 The requirement for a specified purpose is there to ensure that organisations are open and 
transparent about why they need the information they are asking for and what they intend to 
do with it. 

5.2 The school must issue a Privacy Notice, setting out what information they collect, in what 
form, how it is stored and what it is used for. It must also state where, if applicable, any Third 
Party is involved. 

5.3 While a Privacy Notice is a requirement, it is unlikely that all parents and staff will make 
themselves familiar with this document and so it is good practice to ensure that any document 
issued to parents or staff in order to collect information makes it clear at that point what the 
purpose for the collection is, whether it will be shared and with whom. 

5.4 Schools have a duty to ensure that any Third Party is not in breach of GDPR requirements. 
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6. ADEQUATE & APPROPRIATE PROCESSING (principle three) 
 

6.1 This requirement is there to ensure that schools have all the information to fulfil their statutory 
duties and their duties on behalf of the absent parent (e.g. in a medical emergency) but also 
to avoid the collection of unnecessary information. 

6.2 Some information is required by the Department for Education (DFE) by law and schools are 
obliged to collect it from parents and to share it with the department. This should be made 
clear to parents at the point where the information is collected. 

6.3 Other information is requested by the DFE, but is optional and parents are not obliged to 
disclose it. This should also be made clear to parents. 

6.4 Organisations are expected to ensure that they collect only the information that is necessary 
to fulfil the identified purpose and to avoid what can be construed as excessive data collection. 

 

7. ACCURATE PROCESSING (principle four) 
 

7.1 Schools are obliged to take reasonable steps to ensure that the personal data they hold is 

accurate. Some of the information held comes directly from parents and so it is reasonable 

to assume it is accurate, although care should be taken to ensure the information has been 

recorded accurately by the school. It may be advisable to check some information however, 

such as date of birth, by asking to see the Birth Certificate as children start school. (The 

school would then check a box to say that the certificate has been seen rather than keep a 

copy on file.) 

7.2 Schools must decide which personal data needs to be updated and how often. It will be 

critical, for example, that parent contact details are kept up to date for use in an emergency. 

7.3 Schools will not be deemed to have breached this principle, even where the information is 
subsequently proven inaccurate, as long as they have:  

 accurately recorded information provided by the individual concerned, or by another individual 
or organisation; and, 

 taken reasonable steps in the circumstances to ensure the accuracy of the information; and, 

 made it clear where the individual has challenged the accuracy of the information. 

7.4 If an individual challenges the school that their personal data is not accurate, the school 

should consider whether the information is in fact accurate and, if it is not, should delete or 

correct it. Sometimes the individual may be able to provide convincing documentary evidence 

that, for example, a date of birth has been recorded incorrectly. In other circumstances, the 

school may need to carry out its own further checks. 

 

8. RETENTION OF PERSONAL DATA (principle five) 
 

8.1 This principle requires organisations to retain personal data no longer than is necessary for 
the purpose it was obtained for. Ensuring personal data is disposed of when no longer needed 
will, of course, reduce the risk that it will become inaccurate, out of date or irrelevant. 

8.2 In order to ensure that data is not retained for longer than necessary, it will be important for 
schools to: 
 

 review the length of time that personal data is currently retained; 

 consider the purpose or purposes for holding the information for in deciding whether 
(and for how long) to retain it; 
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 securely delete information that is no longer needed for this purpose or these purposes; 
and 

 update, archive or securely delete information if it goes out of date 

8.3 It is obvious that discarding personal data too soon would be likely to disadvantage the school 
and, quite possibly, inconvenience the people the information is about as well.  

8.4 However, it is equally true that keeping personal data for too long will cause problems. The 

issues are:  

 there is an increased risk that the information will go out of date (breaching principle four); 

 as time passes it becomes more difficult to ensure that information is accurate (breaching 
principle four); 

 there is an increased risk that it will be deemed that the school is holding excessive 
amounts of information e.g. if the pupil has left the school (breaching principle three); 

 even though you may no longer need the personal data, you must still make sure it is 
held securely (in order to comply with principle ten); 

 you must also be willing and able to respond to subject access requests for any personal 
data you hold (principle six) – this will be more time-consuming if you are holding more 
data than you need. 

8.5 In order to comply with this principle, it is expected that each school will carry out an annual 
review in order to ensure that they identify which data can now be removed, using the Trust’s 
Retention Schedule (see appendix one). 

8.6 The Data Protection Act does provides that personal data can be held for historical, statistical 
or research purposes. If this is the case it may be kept indefinitely, as long as it is not used in 
connection with decisions affecting particular individuals, or in a way that is likely to cause 
damage or distress. This does not mean that the information may be kept forever – it should 
be deleted when it is no longer needed for historical, statistical or research purposes. For the 
purposes of South Bank Trust, this could relate to documents that have historical value, such 
as School Registers, School Log Books, School Photographs and similar, relating back to the 
early years of the school’s existence. 

8.7 The Data Protection Act also provides that personal data can be held for legal reasons, for 
example relating to possible claims against the organisation. This would relate to some 
financial documents, some recruitment documents, accident forms, accident books, Health & 
Safety investigations and matters relating to SEND/Safeguarding provision. The Trust’s 
Retention Schedule (see appendix one) provides guidance here. 

8.8 If a school determines that some personal data may be required for legal reasons but is not 
required actively, it can be archived. Schools must be aware that there is still the obligation 
to adhere to all the principles for Data Protection set out in this policy and that there is still an 
obligation to use such data in the case of a Subject Access Request. 

8.9 School staff responsible for deleting an individual’s personal data must understand that this 
means the complete removal of their data, guaranteeing that it cannot be retrieved e.g. from 
a physical waste basket or from an electronic one. 

8.10 The ICO will accept that an organisation has deleted an individual’s data if: 

 it is not able, or will not attempt, to use the personal data to inform any decision in respect 
of any individual or in a manner that affects the individual in any way;  

 it does not give any other organisation access to that personal data;  

 it surrounds the personal data with appropriate technical and organisational security; and  
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 it commits to permanent deletion of the information as and when this becomes possible. 

 

9.0 THE RIGHTS OF THE INDIVIDUAL (principle six) 

9.1 The Data Protection Act guarantees individuals certain rights. These are: 

 a right of access to a copy of the information comprised in their personal data; 

 a right to object to processing that is likely to cause or is causing damage or distress; 

 a right to prevent processing for direct marketing; 

 a right to object to decisions being taken by automated means; 

 a right in certain circumstances to have inaccurate personal data rectified, blocked, 
erased or destroyed; and 

 a right to claim compensation for damages caused by a breach of the Act. 

9.2 Where an individual exerts their right to access the information held on them, this is known 
as a Subject Access Request. That individual can be charged the statutory fee of £10 
(except where this relates to a pupil’s educational record – see paragraph 9.11 below) and 
they can be asked for this payment in advance. They are then entitled to be: 

 told whether any personal data is being processed (by that organisation or by a Third 
Party on their behalf); 

 given a description of the personal data, the reasons it is being processed, and whether 
it will be/has been given to any other organisations or people; 

 given a copy of the information comprising the data; and given details of the source of 
the data (where this is available). 

9.3 In most cases the school must respond to a Subject Access Request promptly and in any 
event within 40 calendar days of receiving it (except where it relates to a pupil – see paragraph 
9.11 below).  

9.4 It is important to note that an individual does not have to state that their request is a Subject 
Access Request – if it is clear that an individual is asking to see their personal data, then the 
request should be treated as a Subject Access Request even if this has not been stated. 

9.5 Equally, if the request is sent to the wrong person, the school is still obliged to meet the 
requirements of a Subject Access Request, so it is important that all school administrators 
who handle mail understand the importance of any such request, however it is worded. 

9.6 The Data Protection Act specifies that a Subject Access Request relates to the data held at 
the time the request was received. However, in many cases, routine use of the data may 
result in it being amended or even deleted while the request is being dealt with. So it would 
be reasonable for a school to supply information that is held at the point of sending out the 
response, even if this is different to that held when the request was received. 

9.7 It is important to note, however, that it is not acceptable to amend or delete any data if this 
would not otherwise have occurred. For organisations subject to Freedom of Information 
legislation, it is an offence to make such an amendment with the intention of preventing its 
disclosure. 
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9.8 Organisations are obliged to explain any coded information that is held that would not 
normally be understood to the individual making the request, but there is no expectation to 
give any further explanations or translations into any other language. 

9.10 The Data Protection Act specifies that personal data belongs only to the individual whom it 
relates to – this includes in the case of children and young people. A parent only has the right 
to make a Subject Access Request where the pupil is not deemed to be able to understand 
their own personal data or where the pupil has given their consent for the request. In England, 
there is no statutory age at which a child is deemed to be mature enough to make their own 
requests, but in Scotland, this is deemed to be any child over the age of 12 years. South Bank 
Trust has made the decision that (unless there are issues relating to cognitive development 
or SEND) pupils will be deemed responsible for making their own Subject Access Requests 
from the age of 12 years. The following points will also be taken into consideration when 
granting a request relating to a child: 

 the child’s level of maturity and their ability to make decisions like this; 

 the nature of the personal data being requested; 

 any court orders relating to parental access or responsibility that may apply; 

 any duty of confidence owed to the child; 

 any consequences of allowing those with parental responsibility access to the child’s or 
young person’s information (this is particularly important if there have been allegations of 
abuse or ill treatment); 

 any detriment to the child if individuals with parental responsibility cannot access this 
information; and 

 any views the child has on whether their parents should have access to information about 
them. 

9.11 If a Subject Access Request is made for information containing, in whole or in part, a pupil’s 
‘educational record’, a response must be provided within 15 school days. The maximum 
amount that may be charged depends on the number of pages of information to be supplied. 
The table in Appendix Two shows the fees to be used, which comply with statutory 
requirements. It is reasonable to estimate the number of pages and to ask for payment in 
advance of providing the information – this should not, however, lead to a delay in meeting 
statutory deadlines. 

9.12 If a Third Party makes a request on behalf of an individual, it is reasonable (and good practice) 
to seek confirmation from the individual that the Third Party has their permission to make the 
request. 

 

9.13 Responding to a subject access request may involve providing information that relates both 
to the individual making the request and to another individual. The Act says you do not have 
to comply with the request if to do so would mean disclosing information about another 
individual who can be identified from that information, except where: 

 the other individual has consented to the disclosure; or 

 it is reasonable in all the circumstances to comply with the request without that individual’s 
consent. 

9.14 The Data Protection Act does not define what constitutes unreasonable requests, nor does 
it limit the number of subject access requests an individual can make to any organisation. 
However, it does allow some discretion when dealing with requests that are made at 
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unreasonable intervals. The Act says that there is no obligation to comply with an identical or 
similar request to one that has already been dealt with, unless a reasonable interval has 
elapsed between the first request and any subsequent ones. 

9.15 An individual does have the right, under the Act, to challenge the personal data that an 
organisation holds on the basis that it has the potential (or already has) caused unwarranted 
substantial damage of distress. A written response to such a challenge must be given 
within 21 calendar days, stating whether the specified information is to be removed or not. It 
is for the organisation to determine whether or not the data does have this potential, however 
an appropriate guide would be: 

 substantial damage would be financial loss or physical harm; and 

 substantial distress would be a level of upset, or emotional or mental pain, that goes 
beyond annoyance or irritation, strong dislike, or a feeling that the processing is morally 
abhorrent. 

9.16 If an individual suffers damage because an organisation has breached the Act, they are 
entitled to claim compensation. This right can only be enforced through the courts. The Act 
allows an organisation to defend a claim for compensation on the basis that all reasonable 
care was taken, in the circumstances, to avoid the breach.  

 

10. SECURITY (principle seven) 

10.1 The Data Protection Acts states that appropriate technical and organisational measures shall 
be taken against unauthorised or unlawful processing of personal data and against accidental 
loss of, destruction or, or damage to, personal data. In practice, this means that organisations 
must have appropriate security to prevent the personal data held being accidentally or 
deliberately compromised. In particular, there is a need to: 

 design and organise any security to fit the nature of the personal data being held and the 
harm that may result from a security breach; 

 be clear about who, in each school and within the Trust, is responsible for ensuring 
information security; 

 make sure that the right physical and technical security is in place, backed up by robust 
policies and procedures and reliable, well-trained staff; and 

 be ready to respond to any breach of security swiftly and effectively, ensuring that this is 
reported as appropriate to the Information Commissioner. 

10.2 It is important to note that as well as the potential for distress or fraud that results in any 

breach of security relating to and individual’s personal data, there is also the potential for 

huge reputational damage to the individual school and to the Trust as a whole. 

10.3 It is important to understand that the requirements of the Data Protection Act go beyond the 
way information is stored or transmitted. The seventh principle relates to the security of every 
aspect of the processing of personal data. This means that the security measures put in place 
should seek to ensure that: 

 only authorised people can access, alter, disclose or destroy personal data; 

 those people only act within the scope of their authority; and 

 if personal data is accidentally lost, altered or destroyed, it can be recovered to prevent 
any damage or distress to the individuals concerned. 
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10.4 The Trust will carry out a regular Data Protection Risk Assessment to review the nature and 
extent of its premises and computer systems across all academies and the central office site. 
This will reflect on; 

 the number of staff involved in processing data; 

 the extent of their access to the personal data;  

 the electronic systems in place for storing personal data; 

 the systems in place for storing hard-copy personal data; and 

 personal data held or used by a third party on behalf of individual schools or the Trust as 
a whole (under the Data Protection Act you are responsible for ensuring that any data 
processor also has appropriate security). 

10.5 As part of its Data Protection Risk Assessment, the Trust will identify who is the named 
individual responsible for overseeing Data Protection within each Academy and at Trust level. 
These individuals will take the lead in carrying out the Risk Assessment process. Particular 
attention will be given to co-ordinating with lead individuals for IT in each academy, whose 
roles will link closely with the work required for appropriate Data Protection. 

10.6 It is vital that relevant staff in each school understand the importance of protecting personal 
data; that they are familiar with this policy and other procedural expectations relating to the 
security of information; and that they put the appropriate security procedures into practice. 
This should form a key part of the induction and ongoing training for all administrative and IT 
staff and should include: 

 the organisation’s duties under the Data Protection Act and restrictions on the use of 
personal data; 

 the responsibilities of individual staff members for protecting personal data, including the 
possibility that they may commit criminal offences if they deliberately try to access, or to 
disclose, information without authority; 

 the proper procedures to use to identify callers; 

 the dangers of people trying to obtain personal data by deception (for example, by 
pretending to be the person whom the information is about or by making “phishing” attacks) 
or by seeking to persuade staff to alter information when they should not do so; and 

 any restrictions the organisation places on the personal use of its computers by staff or on 
the transfer of information beyond the premises (to avoid, for example, virus infection, 
spam or loss). 

10.7 There is also an expectation that the Trust will follow appropriate procedures in ensuring that 
those staff given responsibility for handling personal data are trustworthy and reliable. This is 
done by following the Trust’s Safer Recruitment procedures and carrying out appropriate pre-
employment checks (including DBS and employer references). 

10.8 In each school and within the Central Office there is a requirement to ensure that physical 
security is appropriate. The named Data Protection individual should liaise as appropriate with 
senior leaders and site staff to ensure that the following potential risks are being appropriately 
managed: 

 doors 

 locks 

 windows 
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 alarms 

 external lighting 

 CCTV (where appropriate) 

 access for visitors 

 disposal of paper waste 

 storage of portable equipment 

 electrical testing 

 electrical surge protection 

10.9 There is also a requirement to ensure that electronic safety is being well managed, including: 

 the use of encryption for any portable devices 

 the use of robust and regularly updated passwords to protect access to electronic equipment 

 the use of secure ‘cloud’ storage space 

 the prevention of accidental viewing of sensitive information 

 the disposal of old electronic equipment 

 network security 

 firewalls 

 protection from cyber attack 

 handling suspicious emails or attachments 

10.10 When tendering for IT services across the Trust, the effective management of these security 
measures will play a key role in the selection of an IT provider. 

10.11 If, in spite of all prevention measures in place, a breach of security takes place, the following  
          points provide some guidance about action to be taken:  

a) Containment and recovery – the response to the incident should include a recovery 
plan and, where necessary, procedures for damage limitation. 

b) Assessing the risks – assess any risks associated with the breach, as these are likely 
to affect what to do once the breach has been contained. In particular, assess the 
potential adverse consequences for individuals; how serious or substantial these are; 
and how likely they are to happen again. 

 

c) Notification of breaches – informing people about an information security breach can 
be an important part of managing the incident, but it is not an end in itself. Be clear 
about who needs to be notified and why. Consider notifying the individuals concerned; 
the ICO; other regulatory bodies; other third parties such as the police and the banks; 
or the media. 
 

d) Evaluation and response – it is important that an investigation into the causes of the 
breach takes place and also an evaluation of the effectiveness of organisation’s 
response to it. If necessary, policies and procedures should then be amended 
accordingly. 
 

11. WITHIN THE EEA (principle eight) 
 

11.1 The Act requires that personal data shall not be transferred to a country or territory outside 

the EEA unless that country or territory ensures an adequate level of protection for the rights 

and freedoms of data subjects in relation to the processing of personal data. The EEA 

countries are: 
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Austria 
Belgium 

Bulgaria 
Croatia 

Cyprus 
Czech Republic 

Denmark 
Estonia 

Finland 
France 

Germany 
Greece 

Hungary 
Iceland 

Ireland 
Italy 

Latvia 
Liechtenstein 

Lithuania 
Luxembourg 

Malta 
Netherlands 

Norway  
Poland 

Portugal 
Romania 

Slovakia 
Slovenia 

Spain 
Sweden 
United Kingdom 

11.2 This principle, in relation to schools, relates to two main aspects: 

a) the transfer of personal data about pupils (their educational record) to countries not within 

the EEA; and 

b) the storage of electronic data in the ‘cloud’ where servers are not sited within the EEA.     

11.3 The ICO has identified the following countries as having adequate protection: 

Andorra 

Argentina 
Faroe Islands 

Guernsey 

Isle of Man 
Israel 

Jersey 

New Zealand 

Switzerland 
Uruguay 

11.4 In relation to the transfer of a pupil’s educational record to a country not identified in 11.2 or 

11.3 above, this can still take place if the school is satisfied that in the particular circumstances 

there is an adequate level of protection for the rights of the individuals concerned. 

11.5 The Act requires a risk assessment to determine whether there is adequate protection for the 

rights of individuals, in all the circumstances of the transfer. This is known as an assessment 

of adequacy. To assess adequacy you should look at: 

 the nature of the personal data being transferred; 

 the country or territory of origin of the information in question; 

 the country or territory of final destination of that information; 

 how the data will be used and for how long; and 

 the security measures to be taken in respect of the personal data in the country or territory 
where the data will be received. 

11.6 If the assessment of these ‘general adequacy’ criteria concludes that, in the particular 

circumstances, the risks associated with the transfer are low, then the school may go ahead 

with the transfer. If the opposite is concluded, arrangements should be made with the individual 

to transfer their data in person, so that it remains under their personal control as they travel 

abroad. 
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12 COMPLAINTS 

12.1 If a member of the public is concerned about the information rights practices of the school or 
the Trust, it is an expectation that the organisation handles its own complaints. 

12.2 At South Bank Trust, we expect any complaints about Data Protection to be referred to the 
individual responsible for Data Protection at Trust level, within the Central Team, even 
though most complaints will need to be responded to at school level. 

12.3 In responding to a complaint, it is important to reiterate the initial complaint, clarify how you 
have processed the individual’s information and why and explaining how you will put things 
right if it transpires that something has gone wrong. 

12.4 If a member of the public has engaged with the school or the Trust but is still dissatisfied, they 
may report their concern to the ICO. 

13 DATA SHARING 

13.1 Schools within the Trust should adhere to guidelines for data sharing, even though they are 

technically one organization. This is even more important if sharing of data (e.g. pupil 

assessment data that contains names of pupils) takes place with any relevant educational 

third party (see Appendix three). 

 

14 EMPLOYMENT DATA 

14.1 Schools and employers should be aware that personal data relating to employees includes, 

but is not limited to: 

 personal information provided at the point of recruitment and selection 

 employment records 

 records relating to the monitoring of performance, including appraisal 

 details used for payroll e.g. bank account and salary details 

 information relating to health and wellbeing 

 references for subsequent employment 

14.2 It is important that all such information is handled in accordance with this Data Protection 

Policy. 

 

 

 

 

 

 

 

 

Approved by the Board of Trustees April 2018 
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Appendix One:  Retention Schedule 

1. Pupils 

Item 
No. 

Description Risk Statutory 
Provisions 

Retention 
Period 

Action to 
terminate 

1.1 Pupil Admission Form Insecure 
storage 

DfE census 
requirements 

Min = 3 yrs  
Max = date of 
departure + 3yrs 

Secure 
disposal 

1.2 Appeals Records Insecure 
storage 

School 
Admission Code 

1 yr from Date of 
resolution 

Secure 
disposal 

1.3 Electronic register Cyber attack School 
Attendance 
legislation 

Min = 3 yrs  
Max = date of 
departure + 3yrs 

Electronic 
deletion 

1.4 Proof of date of birth None – 
record check 
not actual 
certificate 

School 
Attendance 
legislation 

n/a n/a 

1.5 Safeguarding / Child 
Protection records 

Insecure 
storage 

Keeping 
children safe in 
education; 
Working 
together to 
safeguard 
children 

Treat as included 
within 1.7 

See 1.7 

1.6 Free School Meals & 
School Meal registers 

Cyber attack n/a FSM = 7 yrs 
School Meals = 
3yrs 

Electronic 
deletion; 
secure 
disposal 

1.7.1 Pupil Educational 
Record - primary 

Cyber attack Education (Pupil 
Information) 
(England) 
Regulations 
2005 

Upon departure 
from the school 

Electronic 
deletion; 
secure 
handover 

1.7.2 Pupil Educational 
Record - secondary 

Cyber attack Education (Pupil 
Information) 
(England) 
Regulations 
2005 

DoB +25 yrs Electronic 
deletion; 
secure 
disposal 

 

 

2. Health & Safety 

Item 
No. 

Description Risk Statutory 
Provisions 

Retention 
Period 

Action to 
terminate 

2.1 Accident reports Legal claims Health & Safety at 
Work Act 

Adults – date of 
incident + 6 yrs 
Children – DoB 
+25 yrs 

Secure 
disposal 

2.2 Parental permission 
slip for any trip 
involving a major 
incident (keep all) 

Legal claims Limitation Act 
1980 

DoB +25 yrs Secure 
disposal 
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3. Staff Recruitment 

Item 
No. 

Description Risk Statutory 
Provisions 

Retention 
Period 

Action to 
terminate 

3.1 Records from the 
appointment of a 
Headteacher 

Insecure 
storage; 
HR 
challenge 

n/a Date of 
appointment +6 
yrs 

Secure 
disposal 

3.2 Records from the 
appointment of a 
member of staff – 
unsuccessful 

Insecure 
storage; 
HR 
challenge 

n/a Date of 
interview +6 
months 

Secure 
disposal 

3.3 Records from the 
appointment of a 
member of staff – 
successful candidate 

Insecure 
storage; 
HR 
challenge 

n/a Until termination 
of employment 

Secure 
disposal 

3.4 Pre-employment 
checks (DBS and 
evidence, Health, 
Equal Opps) 

n/a Keeping Children 
Safe in Education 

Keep evidence 
of check and not 
actual DBS 
certificate 

n/a 

3.5 Staff Personnel File Insecure 
storage; 
HR 
challenge 

Limitation Act 
1980 (Section 2) 

Termination of 
employment +6 
years 

Secure 
disposal 

 

4. Payroll & Pensions 

Item 
No. 

Description Risk Statutory 
Provisions 

Retention 
Period 

Action to 
terminate 

4.1 Bank account details Fraud n/a Termination of 
employment 

Secure 
disposal 

4.2 Maternity records n/a n/a Relevant year 
+3 yrs 

Secure 
disposal 

4.3 Ill-health retirement Legal 
challenge 

n/a Relevant year 
+5 yrs 

Secure 
disposal 

4.4 Time sheets Staff 
challenge 

n/a 12 months Secure 
disposal 

 

5. Special Educational Needs & Disabilities 

Item 
No. 

Description Risk Statutory 
Provisions 

Retention 
Period 

Action to 
terminate 

5.1 SEND files and IEPs 
(including EHCPs and 
Statements; 
accessibility plans and 
adaptations) 

Insecure 
storage 

Limitation Action 
1980 (Section 2); 
Education Act 
1996; SEND Act 
2001 Section 1 

DoB +25 years 
(handed on to 
subsequent 
schools) 

 

5.2 SEND advice provided 
to parents 

Insecure 
storage 

SEND Act 2001 
Section 2 

DoB +25 years 
(handed on to 
subsequent 
schools) 

Secure 
disposal 
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3. Staff performance 

Item 
No. 

Description Risk Statutory 
Provisions 

Retention 
Period 

Action to 
terminate 

3.1 Annual Appraisal Insecure 
storage; 
HR 
challenge 

n/a 6 yrs from date 
of appraisal 

Secure 
disposal 

3.2 Ongoing monitoring of 
performance 

Insecure 
storage; 
HR 
challenge 

   

3.3 Safeguarding 
allegation 

Insecure 
storage; 
HR 
challenge 

Keeping children 
safe in education; 
Working together 
to safeguard 
children 

10 years from 
date of 
allegation or 
retirement date, 
whichever is the 
longest 

Secure 
disposal 

3.4 Disciplinary 
proceedings (informal; 
formal) 

Insecure 
storage; 
HR 
challenge; 
Safer 
Recruitment 

n/a Length of time 
set out in the 
Staff Discipline 
Policy for each 
level of 
proceedings 

Secure 
disposal 

3.5 Capability proceedings 
(informal; formal)  

Insecure 
storage; 
HR 
challenge; 
Safer 
Recruitment 

  Secure 
disposal 

3.6 Salary report Insecure 
storage 

n/a Employment 
termination +6 
years 

Secure 
disposal 
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Appendix Two: 

Approved charges* for request for Educational Records 

 

Number of pages of information supplied Fee 

1-19 £1 

20-29 £2 

30-39 £3 

40-49 £4 

50-59 £5 

60-69 £6 

70-79 £7 

80-89 £8 

90-99 £9 

100-149 £10 

150-199 £15 

200-249 £20 

250-299 £25 

300-349 £30 

350-399 £35 

400-449 £40 

450-499 £45 

500+ £50 

 

*These charges comply with statutory requirements. 
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Appendix Three: 

Data Sharing Guidance 

What do we 
currently hold 

System Used Which stakeholder 
Who will need to share 

it 
How do we get this 

info 

On what 
lawful 
basis 

Management 
Information Systems 

RM Integris 

Pupils/Staff/Parents/        Carers 
DfE, LA, Other Schools, 
Police, SS, NHS, other in 
school systems 

Admission Forms, 
Update Forms, e-mails 

A, C, D & 
E 

SIMS 

Pupil Data 

Various travel 
operators eg Jet 2 for 
school trips  

Pupils/Staff 

Travel operators and 
partner Spanish school 

Parents completing 
forms 

A,B,C,D,F 

Evolve LA Staff A, C, D  

Integris and Secure 
Access, Cool Milk 

Staff/ Parents/LA/Other 
schools/3rd Parties 

Parents /other 
schools/DfE/ LA 

A,B, C, D, 
E,F 

Study Ladder 

Pupils 
 

 

 

 

 

 

Staff Parents consent  A 

Number Gym 

Renaissance - Star 
reader 

Bug Club 

Rock Star Times Tables 

Show My Homework 

Various subject-
specific online 
revision/learning tools 

file:///C:/Users/acornhill/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/F902A213.xlsx%23'The%20lawful%20bases%20for%20processing'!A1
file:///C:/Users/acornhill/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/F902A213.xlsx%23'The%20lawful%20bases%20for%20processing'!A1
file:///C:/Users/acornhill/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/F902A213.xlsx%23'The%20lawful%20bases%20for%20processing'!A1
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What do we 
currently hold 

System Used Which stakeholder 
Who will need to share 

it 
How do we get this 

info 

On what 
lawful 
basis 

KS Data /Pupil 
Assessment 

O Track 

Pupils 
DfE/LA/Parents/Pupils/Staff       
/other schools 

Internally C, E 

2Simple 

Class Charts 

RM Integris 

4matrix 

Census information 

Secure Access 

Pupils/staff DfE/LA/other schools 
Forms completed by 
parents and staff 

C 

Integris 

Biometric data 

Trust-e/NRS 

Pupils & staff 
Cashless catering, Print 
Management, Library 
systems 

Admission 
form/Application form 

A 

Biostore 

Parent 
Communication 
System 

ParentPay 

Parents   Admission Form A 
Contact Group/Call 
Parents 

Schoolcomms 

Parent Payment 
System 

ParentPay Parents   Admission Form A 

 

file:///C:/Users/acornhill/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/F902A213.xlsx%23'The%20lawful%20bases%20for%20processing'!A1
file:///C:/Users/acornhill/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/F902A213.xlsx%23'The%20lawful%20bases%20for%20processing'!A1
file:///C:/Users/acornhill/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/F902A213.xlsx%23'The%20lawful%20bases%20for%20processing'!A1
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What do we 
currently hold 

System Used Which stakeholder 
Who will need to share 

it 
How do we get this 

info 

On what 
lawful 
basis 

Parents Event 
Booking System 

School Cloud Systems 

Pupils/Parents/Staff Pupils/Parents/Staff Pupils/Parents/Staff A 
Parents' Evening 
System 

Safeguarding & Child 
Protection 

CPOMS 

Pupils/Staff/Governors/Volunteers/Students 
Social services, Police, 
Courts, DfE 

Admission 
form/internally 

C, D, E 

ClassCharts C, D, E 

Single Central Record - 
paper & RM Integris 

A, C, E 

Disclosure Services 

Staff Personnel Files 

Paper files/Integris 

Staff 

Payroll/HR/Staff 
Ins/DfE/Other 
Employers/Occ 
Health/Auditors 

Stakeholder/Application 
Form/ 

A, C,  

Mstore 

Staff Communication 
Email systems - 
Google, Microsoft, 
Parentpay 

Staff Staff 
Application 
Forms/verbal 

  

Staff Information - 
contracts/pay etc 

Huntington payroll 
service 

Staff Payroll/HR/Staff Staff/Payroll A, B, C 
BPS/Orovia 

Staff Training Data 

Various online training 
courses eg CYC, 
Gov.Uk , Pathfinder & 
WDU 

Staff Staff and Providers Staff A,C,E,F 

Educare training 

 

file:///C:/Users/acornhill/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/F902A213.xlsx%23'The%20lawful%20bases%20for%20processing'!A1
file:///C:/Users/acornhill/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/F902A213.xlsx%23'The%20lawful%20bases%20for%20processing'!A1
file:///C:/Users/acornhill/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/F902A213.xlsx%23'The%20lawful%20bases%20for%20processing'!A1
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What do we 
currently hold 

System Used Which stakeholder 
Who will need to share 

it 
How do we get this 

info 

On what 
lawful 
basis 

Staff Absence 

RM Integris/Paper 
records/excel 
Spreadsheet 

Staff CYC/NYCC/Third Parties Staff 
A,B,C, 
D,E, F CYC/NYCC 

Occupational Health 
Portal 

Nursery funding 
information 

CYC Funding Portal - 
Early Years 

Pupils/Parents/Staff CYC/parents/staff 
CYC nursery funding 
forms 

A,B,C,E,F 

CCTV 

Securiplex/Mayfair 
Security Pupils/Staff/Parents/        

Carers/Visitors/Public 
Emergency Services 

Cameras/Download 
from IT Systems 

D 
Local standalone 
systems 

Accounting data PSF Pupils, Staff,  Parents & 3rd Party Suppliers 
Staff, parents and third 
party suppliers, auditors 

Staff, parents and third 
party suppliers 

A, B, C 

Incidents/Accidents 

CYC Health & Safety 
online reporting portal 
for accidents 
(YorSafe), Paper 
records/accident 
books/spreadsheets 

Pupils/Staff/Parents CYC and third parties Staff/pupils/parents 
A,B, C, D, 

E,F 

 

 

file:///C:/Users/acornhill/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/F902A213.xlsx%23'The%20lawful%20bases%20for%20processing'!A1
file:///C:/Users/acornhill/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/F902A213.xlsx%23'The%20lawful%20bases%20for%20processing'!A1
file:///C:/Users/acornhill/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/F902A213.xlsx%23'The%20lawful%20bases%20for%20processing'!A1

